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3 October 2014

Circular on Managing Risks of 

Malware Attacks on Automated 

Teller Machine (ATM)

The circular is to describe the danger of risks of 

malware attacks on Automated Teller Machine 

(ATM) and how to manage them. Malware attacks 

are used to gain unauthorised access to ATMs by 

installing malware into the operating system 

powering the ATM. The banking industry should 

review and implement enhanced risk management 

practices and physical security measures to protect 

ATMs from further threats like these.

1 June 2017

Revocation of Prior Notification 

by Licensed Institutions for 

External System Interfaces

The circular dated 22 November 2017 on “Prior 

Notification by Licensed Institutions for External 

System Interfaces” was revoked following a 

thorough review and valuable feedback from 

industry stakeholders.

22 November 2010

Circular on Prior Notification by 

Licensed Institutions for 

External System Interfaces

This circular is to inform all licensed institutions 

concerning the prior notification process for 

external system interfaces. The purpose of this 

requirement is to enhance transparency, security, 

and regulatory oversight within the financial sector.

20 July 2016

Managing Cyber Risks on 

Remote Desktop Protocol 

Circular 

The circular is to specify on the cyber risks on 

Remote Desktop Protocol (RDP) and how to 

manage them. The RDP is originally used by IT 

system administrators to control and manage 

remote computers.

5 November 2012

Guidelines on Data Management 
and MIS Framework for 
Development Financial 
Institutions

The Guidelines specifies the guiding principles and 
the Bank’s supervisory expectations on sound data 
management and management information system 
(MIS) practices that development financial 
institutions (DFIs) should consider when developing 
internal data management capabilities.

May 2004

Guidelines on Management of IT 

Environment (GPIS 1)

The Guidelines set the minimum requirements on 
system security, system development and 
operations in an IT environment to ensure 
appropriate controls are in place to safeguard the 
institution’s systems, data and information. The 
implementation of the requirements and best 
practices would enable the institutions to minimise 
the risks associated with service interruptions, 
unauthorised access to customers’ information, 
fraud and loss of customers’ confidence.

19 June 2020

Policy Document on Risk 

Management in Technology 

(RMiT)

The policy document sets out the Bank’s 

requirements with regard to financial institutions’ 

management of technology risk. All financial 

institutions shall observe minimum prescribed 

standards in the policy document to prevent the 

exploitation of weak links in interconnected 

networks and systems that may cause detriment to 

other financial institutions and the wider financial 

system.

3 June 2022

Appendix of RMIT: Cloud 
Technology Risk Assessment 
Guideline (CTRAG)

Guidelines for the assessment of common key risks 
and considerations of control measures when 
financial institutions adopt cloud services. The 
guidance consists of two parts which are cloud 
governance and cloud design and control.











FSB Five (5) Strategic Thrust 

Source: Financial Sector Blueprint 2022-2026

FUND MALAYSIA’S ECONOMIC TRANSFORMATION
a. Sustain a strong economic recovery
b. Facilitate transformation to a high-income nation
c. Ensure post-pandemic resilience of financial intermediation role

ELEVATE THE FINANCIAL WELL-BEING OF 
HOUSEHOLDS AND BUSINESSES

ADVANCE DIGITALISATION OF THE FINANCIAL SECTOR

ADVANCE VALUE-BASED FINANCE THROUGH ISLAMIC FINANCE 
LEADERSHIP

a. Enhance financial capability and access, as well as effective usage of financial services 

towards greater financial inclusion

b. Strengthen protection for households and businesses to build financial resilience

c. Shape a financial system that upholds fair and responsible dealings with financial consumers

a. Futureproof key digital infrastructures

b. Support a vibrant digital financial services landscape

c. Strengthen cyber security readiness and responsiveness

d. Support greater use of technology for regulation and supervision

a. Sharpen Malaysia’s proposition as an international gateway for Islamic finance

b. Strengthen policy enablers of value-based finance for greater impact

c. Mainstream social finance

POSITION THE FINANCIAL SYSTEM TO FACILITATE AN ORDERLY TRANSITION 
TO A GREENER ECONOMY
a. Integrate climate-related and environmental risks in prudential regulation and supervision

b. Support orderly transition to a low-carbon economy

c. Integrate climate risks in the Bank’s internal functions and operations
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